ICES Advisory 17/2020 — Further measures to make Bill of Entry Amendment Process
contactless and paperless —reg.

Dear all,

Continuous efforts are being made by this Directorate to add features or restructure
processes in the System to make the Customs clearance process contactless. Reference is
drawn to recent ICES Advisory 14/2020 dt 14.04.20 on generation and emailing of PDF
copies of eOOC and eGatepass. While these initiatives have greatly helped Trade, one of the
areas where physical interface has continued in Imports is the Bill of Entry amendment
process. The amendments are filed only in the Service Centre along with paper copy of the
checklist for approval by the proper officer. The amendment fees, if levied by the proper
officer is also collected through manual TR-6 challans. Following changes have now been
introduced in the System to streamline this process and make it electronic.

a)  Online Filing of BE Amendment

The facility for filing the amendment online through ICEGATE has been operationalized.
The message id for the same would be CACHIO1 A, the details of which have been
incorporated in the message format published on ICEGATE
(https://www.icegate.gov.in/msg guideline.html) for the benefit of the Trade.
NIC’s Remote filing software (RES package) has also been upgraded to include amendment
filing. Once the amendments are filed online, System would que them before the proper
officer the same way as is done currently. The additions made in Supporting docs table would
continue to be auto approved while other amendments, including deletion/modification in
supporting documents would require approval by the proper officer.

b)  Electronic levying and payment of BE Amendment Fee

An option has been added in the Amendment approval form to enter amendment fees levied
in terms of Levy of Fees (Customs Documents) Amendment Regulations as amended from
time to time. The fees can be entered by the appraiser and can be edited by the group AC/DC.
Since the field is mandatory, zero can be entered if no fees is to be levied. Once the
amendment is approved and the Bill of Entry is assessed, the amendment fees will
automatically get included in the duty challan for electronic payment through ICEGATE. An
email will also be triggered by the System to the Importer/Customs Broker informing about
the approval/rejection of the amendment by the proper officer along with the amendment fees
levied (in case of approval) or the reasons for rejection.

c) Use of ICETAB for paperless examination

As you would be aware, DG Systems has delivered the ICETAB tablet devices to all the
major locations across India based on the requests received from the field formations.


https://www.icegate.gov.in/msg_guideline.html

ICETAB provides the shed officers mobile access to the ICES application. The aim is to
facilitate the Shed officers in the examination of cargo and help them submit their
examination report in ICES immediately on completion of the examination. The PDF version
of the first copy is already available in ICES the shed officer to refer to while carrying out
examination and can be viewed in ICETAB now. With the use of ICETAB, the entire
examination process is expected to become paperless and significantly faster.

However, it is seen that out of 1107 ICETABSs distributed, enrolment process is still pending
for more than 600 devices. The site wise enrolment tracker is attached. In this context, ADG
(SI)’s letter dated 07.11.2019 to all the Pr CCs/CCs of Customs giving detailed guidelines on
the enrolment and upkeep of the device may be referred to. It is requested that enrolment
process may be completed for the remaining ICETABs by 30.06.2020 positively so that the
desired objectives of this initiative can be met, especially during the current times of social
distancing and contactless governance. For any assistance on the enrolment including
connectivity  issues with  BSNL SIM, if any, pl reach out by email
to chic.lanwan@icegate.gov.in

A state-of-the-art app will also be made available on ICETAB soon which will enable
Customs officer to enter examination report directly from a user-friendly interface and upload
pictures taken during examination using the ICETAB camera in the System’s repository.

2. Considering their importance, particularly during the current Covid-19 crisis, wide
publicity may be given and Trade be encouraged to avail the benefits of online amendment
filing.

gre¥/Regards

ferfasroe, ... / Kshitij Jain, IRS
3Iutieer / Deputy Director

T eI eemea/ DG Systems
Hreftarser, TEfeeet/CBIC, New Delhi
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cbic.lanwan@icegate.gov.in, 011-29561543

F.No. IV(24)/ 02/2019-Systems 7 November, 2019

To,

All Pr. Commissioners of Customs / Commissioners of Customs
Sir/Ma’am,

Sub: - Tablets ( ICETABS) and BSNL SIM delivery and guidelines - reg.

who are mobile and require connectivity in the shed area in order to download e-sanchit documents & use the
same for examination/ inspection of the goods. As per requirements of ICETAB received from your office, no. of
ICETABs being supplied to your formation along with ICETAB details, SIM No and Mobile No is enclosed
herewith in a separate sheet. The ICETABS with pre-installed SIMs are delivered by M/s HPE directly to the
location so that these ICETABS are put to use by the concerned officer from the first day itself.

4. The detailed responsibilities of the System Manager/ Alternate System Manager/ Nodal Officer and other
essential points that need to be highlighted to the end users, before distribution of ICETABS are as mentioned




D

11.

III1.

Vi)

VIL

VIII.

Sign-Off Template: It is of utmost importance that the delivery and installation of ICETABS by M/s
HP is acknowledged by the System Manager/ Alternate System Manager/ Nodal Officer. Therefore, a
delivery receipt comprising of ICETAB details shall have to be signed and stamped by the System

Manager/ Alternate System Manager/ Nodal Officer at the time of delivery of ICETABS as a proof ¢.
receipt of the same.

Allocation of ICETABS: Before distribution of these tablets to individual officers, details of the users
have to be captured and shared with DG Systems in the enclosed proforma (Annexure A). The same
must be signed and stamped by the System Manager/ Alternate System Manager/ Nodal Officer. They
are requested to share the details on cbic.lanwan@icegate.gov.in .

Connectivity: It is to be noted that connectivity options for ICETABS are different from the All-in-One
desktops. For the purpose of connectivity SIM Cards is being provided by DG Systems centrally for the
sites. The connectivity will be through VPN over Internet (VPNol), and the user will have to apply to
DG (Systems) through Saksham Seva for getting a VPN Id issued by sending the specified template,
which can also be downloaded from www.cbic.gov.in ( www.cbic.gov.in -> Departmental Officers ->
Systems -> VPN ID Template) (http://www.cbic.gov.in/htdocs-
cbec/deptt_offcr/Worksheet(VPN_ID_Template) in_Partner ConnectivityDoc-v2_0309.xIsx)

BSNL SIM Cards: DG Systems has empaneled BSNL to supply 3G SIM Cards to be used in ICETABs,
to provide connectivity to the Data Centre to run ICES Application. As per the response received from
field formations to the letter dated 14/06/2019, BSNL SIM Cards is be provided to the various locations
along with ICETABs. Payment of these SIM cards will be made by DG Systems centrally. SIM is already
pre-activated. In case of any difficulty, please contact cbic.lanwan@icegate.gov.in and also lcdge
complaint with Mr Ashok Kumar (+91 9495495467, nam4ebpktk@gmail.com) of BSNL ¢

V@, Further there are 37 CBIC locations where BSNL connectivity is not available. Hence, all such
locations may procure SIM Cards from service providers approved for their location. It is further stated
that the payment regarding these SIM cards has to be made by the locations themselves.

Safety and Upkeep of ICETABS: It is the responsibility of the System Manager/ Alternate System
Manager/ Nodal Officer appointed by your office to ensure the safety of ICETABS allocated to your office.
There should be proper accountability of handing over and taking of the ICETABs allocated to customs
examination/ shed officers and the same needs to be monitored by the designated officer of your office

Mapping of Officers: It is the responsibility of the System Manager that the mapping template for
ICETABS (Annexure B) must be filled up correctly and submitted to DG Systems through Saksham
Seva when a new examination officer has to be mapped to an ICETAB. The same template has to be again
sent when an examination officer is being transferred from his/her present place of posting and .ew
officer is allocated the said ICETAB. This activity is done to map and enable the SSOID of the officer to
access ICES application on the ICETABs.

Enrolment of Devices: Upon allocation of tablets and SIM cards, the user will have to perform the
enrolment of the device and may take the help of the RE at the location. MDM — Handheld

Enrolment Document attached with this letter has to be referred for a step wise guide to enroll the
device.



~ It will be the responsibility of the concerned Commissionerate to ensure that the ICETABS meant for
examination officers are put to use. The use of ICETABS will be monitored centrally by DG (Systems
and the Board.

X.  For any further assistance or query, kindly reach out on the following details

1. Saksham Seva — 1800 266 2232/1800 121 4560, saksham.seva@icegate.gov.in
2. CBIC Lanwan team — cbic.lanwan@icegate.gov.in

Yours faithfully,

(Vinayak Chandra Gupta)
Additional Director General

Encl. :
1. Annexure A — Device Enrollment and User Details Template
2. Annexure B — Template for mapping ICETABS with Users

Copy to
1. All Pr. Chief Commissioners of Customs / Chief Commissioners of Customs for information and action
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Statement of Confidentiality

This document contains information that is proprietary and confidential to CBIC. Any use or disclosure in whole or part of
this information for any reason without written permission of CBIC is strictly prohibited.

Any other company and product names mentioned in this document are used for identification purposes only, and may
be trademarks of their respective owners.

Jan 2020, CBIC
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ENROLMENT AND CONFIGURATION

1. Background

CBIC is rolling out Mobility Devices (Handheld/ICETAB) for trade facilitation, faster clearances and to further improve

the ease of doing business world ranking of India. ICETABS shall be issued by DG Systems under Project SAKSHAM

for usage by Examination Officers at selected Custom locations.

The salient features are as hereunder:

e These tablets are for paperless operationalization of Custom official functions.

e |CETABS would enable CBIC officials to access ICES application, hosted on CBIC network, such that the examining
officer can enter his comments and carry out other related tasks.

e Single User Device Enrolment will be performed by User with the help of Location’s RE. This document is guide
to enable the user to enroll their own devices and start accessing the ICES application.

2. Enrolment and SIM Overview

A. User Template
a. User information will be shared to Saksham Seva by the identified System Manager/Nodal Officer of the
location in a given user template (Annexure A and B).
b. After receiving the user information from Saksham Seva, Citrix team will add/allow the given users to AD

group and Delivery Group as per the application, device policy and location.

B. VPN Template
a. User information will be shared to Saksham Seva team by the identified System Manager of the location
in a given VPN ID Creation template.
b. Network team will create a VPN ID under the ICETAB Firewall Policy and MAC Binding.

c. Network team will share the VPN ID credentials to user on their ICEGATE email id one to one.

C. Connection using SIM card
a. SIM cards will be delivered with ICETAB to the sites.

b. SIM cards will be allowed to access the CBIC approved URLs only which are whitelisted with ISP.

Internal Page 5
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D. Enrolment Account
a. User will perform the enrolment when the device is shipped to user’s location, allocated to the user and
SIM is installed on Handheld Device.
b. User will enroll his allocated device with the help of this document and also with support team HP RE
and Saksham Seva.
c. Enrolment will be done using User’s domain credentials (SSO ID and Password)
d. Once the enrollment process is completed, device and application policies will be pushed to the device

and user will able to see the published applications as well (like Citrix Work Space, AnyConnect, etc.).

E. User Login to Secure Hub and Configure Citrix Work Space and Any connect VPN Client:
a. Users will login to Secure Hub application using his/her PIN with the help of RE and given Guideline.
b. Citrix Receiver now known as “WorkSpace” will be configured with Citrix AppStore URL.

c. VPN client (Cisco AnyConnect) configuration will be done with the CBIC VPN URL.

F. Application Access
a. User will Connect to VPN first.

b. Then Citrix Workspace will be used to access Citrix AppStore and Applications.

3. Pre-Requisites

A. Internet Wi-Fi Network
a. Internet Wi-Fi network is required to Enroll the device for the First Time.

b. Locally available Internet Wi-Fi or Mobile Hotspot can be used.

B. Factory Reset the Device

Steps:

e Switch off the Device

e Press Volume UP and Power Button together and hold it for a while

e A Black screen will appear as Android Recovery

e Select Wipe data /Factory Reset option from the list using volume down button and Press Power button
to proceed.

e Select Yes from volume down button and press Power button to proceed.

e Then Select and proceed with Reboot System now as asked.

Internal Page 6
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4. Enrollment Process
Factory Reset the Device First.

1. Power ON the Tablet and click “Get Started”
If tablet is not giving Welcome Screen, then please do the factory reset as per the detail instruction

given at the end of this document or follow Pre-Requisites.

O

2. Select “Set up as New” in the next window.

Set up your HP Pro 8 Tablet with
Voice

Get your phone up and i
ENGLISH (UNITED KINGDOM) ~ itup? P P and running. How would you like to set

o) Keep your apps & data
Restore a backup or copy from a device
o Set up as new / ;
Get a fresh start

" oY

EMERGENCY  VISION SETTINGS

Internal Page 7




MDM - Handheld Solution Document Central Board of Indirect Taxes And Customs

3. Get Connected:
o Select Wi-Fi Newtork (Mobile Hotspot or Local Wi-Fi with internet)

Note: Internet Wi-Fi is mandatory for the Enrollment and the same Wi-Fi should be connected till the
end of Enrollment Process.

Get connected

To continue setup, connect to the Internet.
W. JioFi_208D677

W, Nokia6

¥, JioFi2_011566

W9, JioFi_202ABEE

9. LetMein

W Seeall WiFinetworks

4 Usemobile network for setup

4. Signin:
o On google sign in page, enter "afw#txenmobile" and click on Next.

Google
Signin

with your Google Account. Learn more

Email or phone

afw#xenmobile|

Forgot email?

Create account

Internal Page 8
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5. Google Services:
o Scroll Down to Google Services page and click Next.

Google services

Improve location accuracy v

Allow apps and services to scan for
Wi-Fi and Bluetooth, even when these
settings are off

Device maintenance

(Q  send system data v
Help improve your Android experience .
by automatically sending diagnostic
and device and app usage data to
Google. This will help improve battery
life, app stability, network connectivity
and more. If you turned on additional
Web & App Activity, this information will
be stored with your account so that you
can manage it in My Activity.

Install updates & apps

By continuing, you agree that this device may also
automatically download and install updates and
apps from Google, your operator and your device's
manufacturer, possibly using mobile data. Some of
these apps may offer in-app purchases. You can
remove these apps at any time.

6. Android Enterprise:
o Citrix Secure Hub required to be installed. Click Next to Download.
o After Download, Click Install

B Secure Hub

Do you want to install this application? It does not require
any special access.

This account requires mobile device management. Install
the Citrix Secure Hub app to enforce security policies
required by the account. Downloading..

Citrix Secure Hub

Citrix Secure Hub

NEXT >
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7. Citrix Secure Hub will ask for few permissions, so click on OK and Allow all of them.

Allow Secure Hub to make and manage phone
calls?

Allow Secure Hub to access photos, media and
files an your device?

Allow Secure Hub 10 access this device's location?

8. Set up work device:

Set up work device

Your organisation will control this device and keep it secure.

The following app will manage your device:

Secure Hub

Click on Next to Set up the work device.
Check “I consent” and click OK.

Your admin has the ability to monitor and manage settings, corporate
access, apps, permissions, theft-protection features and data
associated with this device, including network activity and your device's
location information.

To use theft-protection features, you must have a password-protected
screen lock for your device.

Contact your admin for more information, including your organisation's
privacy policies.

Learn more

| consent

CANCEL

Internal
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9. HP Welcome Page:

Internal

DENY

E Allow HP OOBE to access your contacts?

ALLOW

Central Board of Indirect Taxes And Customs

o Click on Deny on the prompt of Allow HP OOBE to access your contacts.
o Onthe HP account page, click on DONE without filling any details.

¢) Welcome

vy
A )/
w7

Welcome to your new HP device

Your device warranty has been activated.
Register with HP to create a profile for accessing HP services.

Your HP Account

},,

Prefll my HP profile using my Google accountinfarmatien

ves HP may email me with personalized offers, support updat
evenlnews

e about HP's collection and use of anonymous and persor
rinformation of HP's privacy practices,see Privacy Y an(
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10. Secure Hub Setup:

o Enter Enrollment Server URL mdmenroll.cbic.gov.in in “Please enter credential provided by your

organization”.
o Click Next

o Click Accept If ‘Invalid server certificate’ option prompts.

CiTRIX

Secure Hub

Please enter the credentials provided
by your organization.

ﬁ UPN, Email or Servel

Privacy Policy

Click on Next.

Click Yes, enroll on Enroll Your Device Prompt.
New screen will ask for your credentials,
Enter SSO ID as user name and Password (Windows Credentials).

Invalid server certificate

The server certificate is not trusted
Only accept this certificate if you trust
this server.

Enroll Your Device

Enrolling secures your device and your
work apps. Do you want to enroll your
device?

Yes, enroll

cirapx
Secure Hub

Please enter the credentials provided by your
organization

Back

e The next step will take few minutes to complete, so please be patient.

Internal
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o Create PIN, Enter a 6-digit numeric PIN and then re-enter the same PIN to confirm.
Note: Remember that PIN as it will be used every time you access the Secure Hub.

i ciTRIX
clrmpx
Secure Hub Secure Hub
Create a Citrix PIN to simplify signing on Confirm vour Citrix PIM
1 2 3
AsC oer
4 5 6
oM JIxL MNO
7 8 9
PORS Tuv wxvyz
0 &)

e |[f you receive a prompt “Google Play services isn’t responding”, click on Wait.

e Once the PIN is set, Secure Hub Window will appear.

e It will download all the mandatory applications by default.
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11. Secure Hub App Container:

o You will see the Secure Hub Container Window with two tabs: MY APPS and STORE

ciTRIX

Secure Hub

G —|
Secure Hub B8

MY APPS 80004062 v (3

STORE
——

o Download Satyapan web, Secure Web and Quick Edit b 4 s
applications from the STORE tab if not showing in MY

&

Q)
APPS. R, Do @ -
= Tap on Application and click “ADD"” ICETAB
QuickEdii
* % & (0 Oetm '
L2 2 2 220

6‘9 Details m Details

satyapan web Secure Web

Default

% % & (0) * & &k (0)

12. Play Store:

o Go to Play Store from Device Menu to download all other

applications. E 9 3 \.

o Download below mandatory applications from Play

Store:
8
e  Citrix Work Space E @ 5

Downloads Google Phone Play Store

o AnyConnect Secure Hub Secure Web Settings Voice Search
e Citrix Secure Web

e Quick Edit

) @ m
i HCL Verse
t Citrix Citrix Secure
S Workspace Web (formerly IBM
42 »
38 * 42 % v 34 %

QuickEdit for Citrix Secure

XenMobile Hub

27 % 24% ©
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» Screenshots of Downloading and Installation of Cisco AnyConnect (VPN Client) and Citrix Work Space (Citrix

Receiver) from Play Store.

~ AnyConnect
3 Cisco Systems, Inc.

43% &

9K reviews 32 MB

Ratings and reviews ©

e 8 8

Rated for 3+ ®

43 =

1M+

Downloads

About this app >
For Android 4.0+ and later devices. Connect to your network with
AnyConnect.
Business
2

’ o
Citrix Workspace
Citrix Systems, Inc m
pec ) 3 5M+
" - 49 MB Rated for 3+ Downloads
= _aas-i]
T
About this app >
Access apps, desktops and files on any device
Business
i >
Ratings and reviews © >
| commmmmmsss——e
4 4 4
o EIN
*oohokd A
-

n'xe ¥ 3G4
€ Q
AnyConnect
’} / Waiting for download...
© Verified by Play Protect
Cancel Open
You might also like >

@onw

Citrix Workspace  Citrix Secure Web  Citrix Secure Hub ~ HCL Verse

P 3% ¥ 0% B (formerly IBM V.
36 #

43% 3] M+

9K reviews 32mB Rated for 3+ © Download

What'snew e

Last updated 16 Oct 2019 2

Please see AnyConnect 4.8 release notes.

Citrix Workspace

Citrix Systems, Inc

Uninstall “

You might also like >

=

trix Secure Hub  Citrix Secure Web  HCL Verse
i ?0 i 3% b (formerly IBM V.
SR

36w

cax B & b

39K reviews 49 MB Rated for 3+ © Downloads

What'snew ¢ N
ast updated 4 Nov 2019

fixes and performance enhancements.

Bug t https:/docs.citrix com/en-us/citrix

For documentation about n..a
appv(ovrandvoud html

workspace-

e
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> Applications Like, Work Space, Any Connect, Secure Web will also be available on your ICETAB home screen.

'_"w Workspace AnyConnect satyapan web
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5. Configuring VPN Client

VPN Connection is required to access the Citrix Workspace application and any other CBIC Internal App.

e Open AnyConnect app.
e Switch On the AnyConnect VPN.
e Tap on Connections to configure VPN Client

e Add a new connection and enter the URL https://sslvpn.cbec.gov.in

O 4G'% B 2251 m % v 4G5 W 2353

e AnyConnect

ﬂ VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Disconnected —

Connections
https://sslvpn.cbec.govin

Details

Cisco AnyConnect

AnyConnect requires access to information about your device,
such as its IMEI, which will be shared with your IT administrator.

On the following screen, you will be asked to grant permission
for AnyConnect to gather this information.

AnyConnect will not make or manage phone calls.

0K

atluan )i
Cisco

4 0] O
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e Enter the VPN credentials received by Saksham Seva and Connect VPN.

ko 4G5 B

AnyConnect

Please enter your username and password.
Usemame:

Password;

AnyConnect
Show password(s). X

Security policies were applied to your session, access to some
resources may be blocked. Your system administrator provided

the following information to help you understand and remedy the
security conditions:

Your VPNID has been successfully verified.

0K

e After the VPN is connected, a KEY symbol will appear on the top right corner of the screen.

You can disconnect the VPN by turning the toggle switch OFF. To use it again, Open AnyConnect VPN App.
e Switch On the toggle button and enter Password to connect to the VPN.

Internal Page 18
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6. Configuring Citrix Work Space (Citrix Receiver)

e Open Citrix Workspace.
e C(Click on Get Started to add your company’s appstore url.
® Enter the AppStore URL: https://appstore.CBIC.gov.in

e Switch the Button ON “Add Account Type as Web Interface”
e C(Click Continue to proceed.

Adding the URL is a onetime process and we do not need to add it every time.

x Welcome s

@ Citrix Workspace

To get started, enter your company email address or
Store URL

https://}appstore.cbic.gov.in

Add account type as Web Interface .
Securely access your favorite apps and

services in one place and access them

anytime on any device 2
2 % Continue

Get Started
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7. Accessing Citrix AppStore

e Open Citrix Workspace
e Click the configured URL to open Citrix AppStore Page.
e Enter Credentials of AppStore to access the application icons.

Web Interface . .
https:/fappstore.chec.gov.in

o W35 W 1052

All

[

Document Viewer

Firefox CHN

Home Drive CHN

Z

Details

Details

Details

Details

Details

“The functionality to reset the email/mabile numb
Please note the new phone numbers of CBEC

Categories
|
% e Details
DR_GST
" Details
Firefox Del

GST_LifeRay_Prod

3? Details

Home Drive Del

—

[/_ ? Details

Internal
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Change Settings of Citrix Workspace

e Open Work Space application

e C(Click on 3 dots at top right corner of application window and then go to Settings.

e Check Box to Enable Clipboard

e Select Full access in Use Device Storage option.

mRAFE

Accounts

Web Interface
https://appstore.cbec.gov.in

o W 3C.d @852

36" ¥ 1853

€  Settings

Workspace Hub

Use Workspace Hub a

Advanced Settings

Use device storage

Full access

Ask before exiting
Enable clipboard
Enable EDT
EDT Stack Parameters O

Display crientation
Autornatic

Keep display on

Strict Certificate Validation

Allow legacy store access

» Citrix Work Space’s Keyboard Settings can be changed as per the requirement of Function Keys.

Internal
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Enable Data Roaming

Data Roaming of SIM Network needs to be enabled to use the SIM Internet.

a. Once enrollment is completed, Go to Device Settings.
b. More >> Mobile Network >> Switch on Data Roaming.

¢ Mobile network settings

Data roaming
Connect to data services wher

rodming

Preferred networks

Preferred network type

4G (recommended)

Access point names

Network operators

Choose a network operator

Internal
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Processes for REs

Factory Reset Device

Hard reset will be performed by RE for the first time when device is coming out of the box.

Steps:

e Switch off the Device

e Press Volume UP and Power Button together and
hold it for a while

e A Black screen will appear as Android Recovery

e Select Wipe data /Factory Reset option from the
list using volume down button and Press Power
button to proceed.

o Select Yes from volume down button and press
Power button to proceed.

e Then Select and proceed with Reboot System
now as asked.

Android Recovery
hp/neetu/neetu

7.0/NRD90OM/ 1517188644
user/release-keys

Use volume up/down and power.

Android Recovery
hp/neetu/neetu

7.0/NRD9OM/ 1517188644
user/release-keys

Use volume up/down and power.

Reboot system now
Apply update from ADB
Apply update from SD card

Wipe cache partition
Backup user data
Restore user data
Root integrity check
Mount /system

View recovery logs
Run graphics test
Power off

Android Recovery
hp/neetu/neetu

7.0/NRD90OM/ 1517188644
user/release-keys

Use volume up/down and power.

Apply update from ADB
Apply update from SD card
Wipe data/factory reset
Wipe cache partition
Backup user data
Restore user data

Root integrity check
Mount /system

View recovery logs

Run graphics test

Power off
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Useful Keyboard’s Key Combinations

Accessing Keyboard, Mouse Pointer and Navigation in Citrix Workspace:

e Open Work Space and login to AppStore.
e Drag the symbol at top to access Keyboard, Mouse Pointer and Navigation.

Cod
&

wiw.googleadservices.comfpagea £ arch | B »

\ b
i) || httpsip

(¢[{ 4+ JEnable/Disable

Mouse Pointer on Screen
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Alt+Tab

Cut Paste Undo

Copy
1. Enable Keyboard

a
2.CIickon
a s d f ghij kIl & Tab’fYMaximize
the windows and
S also switch/change
- between two web

pages or Windows

7123 D@ English . (@)

o Below steps are given to navigate/change between three or more Web Pages and Windows.

(@ The proxy server is
refusing connections

ar

Firefox is configured to use a proxy server that is refusing

connections. -
eee |-

 Contact your networkdz problem loading page - Mozilla ... |Proxy server
is waorking.

s Check the proxy setti

Try Again

Copy Paste Undo

q w e r t y u i o p

e Click two times on ‘Win’
e Then, all three windows will appear on the screen. As below shown

[ eele

& problem loading page - Mozilla ... ¢

Now click on ‘Tab’ to navigate/change between pages.
Once you select the page through Tab. Then Click on ‘Win’ to maximize the required Window/Web Page
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